Multi-Factor Authentication Setup Guide

Erskine College and Theological Seminary is taking steps to help protect yours and others
Erskine Email. By enabling two-factor verification, your Erskine Email account sign-in requires
both your user name and password as well as a mobile device or phone. This method is more
secure than just using a password since the user relies on two forms of authentication:
something you know (Username and Password), and something you have with you (a
phone or tablet). Two-factor verification can help to stop hackers because it is unlikely they
have your device even if they have your password. The following steps will help guide you
through the process of setting up the two-factor verification and will give freedom to control
the safety of your own account.

Step 1: Signing In

In this first step, you will need to Sign into your Erskine Email. You can access the Erskine Email
log in page from the Erskine College or Seminary webpages or by going to:
https://outlook.office.com/erskine.edu
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Erskine College and
Theological Seminary

Sign in with your organizational account

mfa@erskine.edu

Password

Please sign in with your full Erskine email account
(userID@erskine.edu) and your Erskine email
password. If you forgot your password and need to
reset it, Reset Password here. If you are still
experiencing difficulties logging in, please contact the
Erskine IT Department during business hours by calling
864-379-8816, visit us in Belk Hall, or submit a
helpdesk ticket. When submitting a helpdesk ticket
please enter a personal email account in the requester
field if you are unable to access your Erskine email
account.



https://outlook.office.com/erskine.edu

Step 2: More Information Required

Once you sign in, you will be asked to provide more information. Selecting next will direct you
to where you will be able to set up the Preferred methods of authentication.
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More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

To sign in, use your full Erskine email address. Having
trouble logging in? Contact our IT help-desk at:
helpdesk@erskine.edu or 864-379-8816
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Step 3: Additional Security Verification

This page will allow you to set up your primary method of authentication and gives you an
opportunity to identify multiple contact methods.
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Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?
Authentication phone hd
Select your country or region o
Method
O Send me a code by text message

® callme

Mext

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.
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On this page you have the option to set the default verification method along with
multiple contact options.

Below you will find a description of each option:



Table:1 Methods of two-factor Authentication

Mobile app

Authentication
phone

Office phone

Receive notifications for verification. This option pushes a notification to
the authenticator app on your smartphone or tablet. View the notification
and, if it is legitimate, select Authenticate in the app. Your work or school
may require that you enter a PIN before you authenticate.

Use verification code. In this mode, the app generates a verification code
that updates every 30 seconds. Enter the most current verification code in
the sign-in screen. The Microsoft Authenticator app is available

for Android and iOS.

Phone call places an automated voice call to the phone number you
provide. Answer the call and press the pound key (#) on the phone keypad
to authenticate.

Text message sends a text message containing a verification code.
Following the prompt in the text, either reply to the text message or enter
the verification code provided into the sign-in interface.

Places an automated voice call to the phone number you provide. Answer
the call and press the pound key (#) on the phone keypad to authenticate.

https://docs.microsoft.com/en-us/azure/active-directory/user-help/multi-factor-authentication-end-user-first-time
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Depending on the option that you select you will see a different screen.

Mobile App:
Q) incogrito

@ Additional security verification

unt.activedirectory.windowsazure.com

onfigure mobile app
Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android or i0S.
2. In the app, add an account and choose “Work or school account”,

2. Scan the image below.

Configure app without notifications

If you are unable to scan the image, enter the following infermation in your app.

Code: 104 136 935
https://co1napad03.na.phonefactor.net/pad/359350499

Url:

If the app displays a six-digit code, choose “Next",




Phone:
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Additional security verification

Secure your account by adding phone verification to your pass

vord. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone A
United States (+1) v (2643798816 ]
Method

Send me a code by text message

® Callme

Mext

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘
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Step 4: Verify Information

Once you have selected the verification method and filled in the corresponding information,
you will need to verify that the authentication method will work. Once selecting next you will
be sent to a screen asking for you to verify using the method you selected.
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Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We're calling your phone at +1 8643798816

Answer it to continue...
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Once you finish you just need to select next and then done on the following page.

Additional Verification Information:

You have access to set up more than one authentication method and are encouraged to set up
more than one if able. To set up additional information you will need to:

¢ Log into your Erskine email.
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Additional Security Verification

My account x -+

& C

# portal.office.com

My account

My account

Personal info

Subscriptions

Security & privacy

App permis:
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Change your password
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Add or change your security verification settings,
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View Micresoft's Privacy Statement.

Update your phone numbers used for account security
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Additional security verification

Your admin ha L verification to better secure your ac

To sign in to Office 363, you need to enter a password and reWaback to the security message that is sent to your phone.

Update your phone numbers used for account security,

To sign into some apps installed on your computer or smart phone, you'll need to create an app password. When
prompted by the app, enter the app password instead of your werk or schosl account password.

Create and manage app passwords

Microsoft's Privacy Statement
View Microsoft's Privacy Statement.
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@ Additional security verification X

unt.activedirectory.windowsazure.com,

When you sign in
View video to ki

equired to respond from a re

what's

We'll use this verification option

Call my authentication pl

Call my authentication phone

uthentication phone
f| Call my office phone

n more

Authentication ph

United States (+1) ~ 8643798816
O office phone

Extension|

[ Alternate authentication phone

[0 Authenticator app or Token Set up Authe tor app




