Multi-Factor Authentication Setup Guide

Erskine College is taking steps to help protect yours and others' Erskine email. By enabling
two-factor verification, your Erskine email account sign-in requires both your user name and
password as well as a mobile device or phone. This method is more secure than just using a
password since the user relies on two forms of authentication: something you know
(Username and Password), and something you have with you (a phone or tablet).
Two-factor verification can help to stop hackers because it is unlikely they have your device
even if they have your password. The following steps will help guide you through the process
of setting up the two-factor verification and will give freedom to control the safety of your
own account.

Step 1: Signing In

In this first step, you will need to Sign into your Erskine email. You can access the Erskine email
log in page from the Erskine College or Seminary web pages or by going to:
https://outlook.office.com/erskinecollege
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Sign in

to continue to Outlook

username@erskine.edu

No account? Create one!

Can't access your account?

Having trouble logging in? Reset password here Contact our
IT help-desk at: helpdesk@erskine.edu or 864-379-8816 or
open a ticket for further assistance

Q Sign-in options



https://outlook.office.com/erskinecollege

Step 2: More Information Required

Once you sign in, you will be asked to provide more information. Selecting next will direct you
to where you will be able to set up the Preferred methods of authentication.
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More information required

Your organization needs more information to keep your
account secure

Use a different account

Learn more

Next

Having trouble logging in? Reset password here Contact our
IT help-desk at: helpdesk@erskine.edu or 864-379-8816 or
open a ticket for further assistance



Step 3: Additional Security Verification

This page will allow you to set up your primary method of authentication and gives you an
opportunity to identify multiple contact methods.
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Keep your account secure

Microsoft Authenticator

a Start by getting the app

On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

| want to set up a different method

On this page you have the option to set the default verification method along with
multiple contact options.

Below you will find a description of each option:
Table:1 Methods of two-factor Authentication

Mobile app e Receive notifications for verification. This option pushes a notification to
the authenticator app on your smartphone or tablet. View the notification
and, if it is legitimate, Authenticate in the app with the code shown on the
screen.

e Use verification code. In this mode, the app generates a verification code
that updates every 30 seconds. Enter the most current verification code in
the sign-in screen. The Microsoft Authenticator app is available
for Android and iOS.

Authentication e Phone call places an automated voice call to the phone number you
phone provide. Answer the call and press the pound key (#) on the phone keypad
to authenticate.


https://go.microsoft.com/fwlink/?linkid=866594
https://go.microsoft.com/fwlink/?linkid=866594

o Text message sends a text message containing a verification code.
Following the prompt in the text, either reply to the text message or enter
the verification code provided into the sign-in interface.

Office phone e Places an automated voice call to the phone number you provide. Answer
the call and press the pound key (#) on the phone keypad to authenticate.

https://docs.microsoft.com/en-us/azure/active-directory/user-help/multi-factor-authentication-end-user-first-time



https://docs.microsoft.com/en-us/azure/active-directory/user-help/multi-factor-authentication-end-user-first-time

Depending on the option that you select you will see a different screen.

Mobile App:

m]
@ Additional security verification X +

account.activedi .windowsazure.com, % Incognito

igure
Complete the following steps to configure your maobile app.

1. Install the Microsoft authenticator app for Windows Phone, Android or i0S.
2. In the app, add an account and choose "Work or school account”™

3. Scan the image below.

Configure app without notifications

If you are unable to scan the image, enter the following information in your app.
Code: 104 136 935

Urk:  hitps:i//colnapad03.na.phonefactor.net/pad/259350499

If the app displays a six-digit code, choose “Next",

Phone:

@ Additional security verification * +

&« C @ accountactivedirectory.windowsazure.com

B Microsoft

Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone ~
United States (+1) v [s643708816 ]
Method

Send me a code by text message

® Callme

Next

Your phone numbers will only be used for account security, Standard telephone and SMS charges will apply. ‘

Legal | Privacy




Step 4: Verify Information

Once you have selected the verification method and filled in the corresponding information,
you will need to verify that the authentication method will work. Once selecting next you will
be sent to a screen asking for you to verify using the method you selected.

@ Additional security verification X +

&« c # accountactivedirectory.windowsazure.com

¥ Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We're calling your phone at +1 8643798816

Answer it to continue...

©2020 Microsoft Lega Privacy

Once you finish you just need to select next and then done on the following page.



Additional Verification Information:

You have access to set up more than one authentication method and are encouraged to set up
more than one if able. To set up additional information you will need to:

¢ Log into your Erskine email.

e Go to My Account (Initials in upper right of email screen)

0¥ Mail - MultiFactor Authenticatior X +

c @ outlook.office.com

~  Favorites Inbox * Filter
£ Inbox

B Sentltems

&  Drafts

Add favorite

~  Folders

£ Inbox
Drafts
B Sentltems
] Deleted ltems
®  Junk Email

= Archive

= = &£ &




Security Info (Update Info)

£ Devices

Y, Pass

53 Organizations

Settings & Privacy
Fp My sign-ins
= Office apps

5 Subscriptions

My Account v

%

hy can't | edit? ©

Security info

5

Keep your verification methods and security

infa up ta date.

< UPDATE INFO

>

Devices

=

Disable  lost device and review your
connected devices.

MANAGE DEVICES

Password

Make your password stronges, of change it if
someone else knows it

CHANGE PASSWORD

Organizations

==

See all the crganizations that you're a part of

MANAGE ORGANIZATIONS

Settings & Privacy

Personalize your account settings and see
your data s used

VIEW SETTINGS AND PRIVACY

My sign-ins

p

See when and where you've signed in and
check if anything looks unusual

REVIEW RECENT ACTIVITY




e Additional Security Verification (Add Method)
o You also may choose to change your default method on this screen

&« C o] https://mysignins.microsoft.com/security-info
My Sign-Ins ~
R, Overview Security info

2, Security info These are the methods you use to sign into your account or reset your password.

=3 Organizations Default sign-in method: Microsoft Authenticator - notification Change

[ Devices < -+ Add method >

5 Privacy % Phone Change Delete
% Office phone Change Delete
@  Microsoft Authenticator Delete ~
B Email Change Delete

Lost device? Sign out everywhere



